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Migrate to Azure Monitor agent—based VM insights by 31 August 2024 | Azure OEFTIEER | Microsoft Azure

Migrate to Azure Monitor agent-based VM insights
by 31 August 2024

43B4H: 108 06, 2023

On 31 August 2024, we'll retire Log Analytics agent-based VM insights. Migrate to Azure Monitor agent-based VM
insights, which offers improvements such as

* Enhanced security and performance.

¢ Data collection rules to help cut costs.

o Simplified management experience, including efficient troubleshooting.

Required action

To ensure that you're using a supported version of VM insights, migrate to Azure Monitor agent-based VM insights by
31 August 2024.

Help and support

If you have questions, get answers from community experts in Microsoft Q&A. If you have a support plan and you need
technical help, create a support request.

Azure Monitor  Retirements

Migrate to Azure Monitor agent-based VM insights by 31 August 2024 (CDUL)

C | Japan Azure Monitoring Support Blog (jpazmon-integ.github.io)

Japan Azure Monitoring Support Blog

Migrate to Azure Monitor agent-based VM insights by 31
August 2024 [CDWT
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https://azure.microsoft.com/ja-jp/updates/migrate-to-azure-monitor-agent-based-vm-insights-by-31-august-2024/
https://jpazmon-integ.github.io/blog/LogAnalytics/HowToMigrateToAmaBasedVMInsights/#more
https://learn.microsoft.com/ja-jp/azure/azure-monitor/agents/agents-overview#compare-to-legacy-agents
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ExpressRoute Traffic Collector is now generally available | Azure OE|EER | Microsoft Azure

ExpressRoute Traffic Collector is now generally
available

2B8: 108 10, 2023

ExpressRoute Traffic Collector enables you to capture information about IP flows sent over ExpressRoute direct circuits.

You can enable flow logs capture for both Private and Microsoft peering with ExpressRoute Traffic Collector. Captured
flow logs data get sent to a Log Analytics workspace where you can create your own log queries for further analysis.
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https://azure.microsoft.com/ja-jp/updates/expressroute-traffic-collector-is-now-generally-available/
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Windows Server 2012/R2 reaches end of support | Azure OEFr|E#R | Microsoft Azure

IR 2gh

Windows Server 2012/R2 reaches end of support

£Bi8: 10A 13, 2023

Today, October 10th, 2023, Windows Server 2012/R2 reaches end of support. After the end of support date, Windows
Server 2012/R2 workloads will be vulnerable as they will no longer receive regular security updates. Organizations can
remain protected by:

1. Modernizing to a PaaS platform such as Azure SQL Managed Instance or Azure App Service to always stay up-to-
date, or upgrading to the latest version in Azure. With a PaaS platform, customers can fully offload management

tasks in the cloud, so teams can focus on delivering innovative apps and experiences for their businesses.

2. Migrating to Azure for free Extended Security Updates. This includes options such asAzure Virtual Machines, Azure
Dedicated Host, Azure VMware Solution, and Azure Stack HCl. Combining this with Azure Hybrid Benefit and

consumption models such asreserved instances or savings plan for compute allows even more savings in Azure for
Windows Server and SQL Server.

3. Purchasing Extended Security Updates enabled by Azure Arc to remain protected on premises and in multi cloud
environments.

Security
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https://azure.microsoft.com/ja-jp/updates/windows-server-2012r2-reaches-end-of-support/
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Microsoft Security email update and Resources for Azure AD rename to Microsoft Entra ID | Azure OE#HT&3k | Microsoft Azure

TRN 2h

Microsoft Security email update and Resources for
Azure AD rename to Microsoft Entra ID

£FA: 104 23, 2023
Microsoft Entra ID is the new name for Azure Active Directory (Azure AD). The rename and new product icon are now
being deployed across experiences from Microsoft. Most updates will be complete by mid-November of this year.

As previously announced, this is just a new name, with no impact on deployments or daily work, and no changes to
capabilities, licensing, terms of service, or support.

Based on feedback we received from customers, resources are available to help you change the name in your

experiences.

Additionally, Identity emails will now be sent from Microsoft Security (MSSecurity-noreply@microsoft.com). The emails
are currently coming from Microsoft Azure (azure-noreply@microsoft.com). You may need to update Outlook rules as a

result.

When this will happen:

Resources are available now. Email changes will occure from mid-October to mid-November 2023
What you can do to prepare:

Review and utilize the resources to update your content as applicable and update any email rules that may be
associated with azure-noreply@microsoft.com.
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https://azure.microsoft.com/ja-jp/updates/azureadrename/
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JLEa— 2023/10/2  Public Preview: Azure Log Alerts support for Azure Resource Graph (ARG)
Azure Resource Graph (ARG) @ Azure Log Alerts dH7R—
— g et 2023/10/2  Azure Container Apps is now eligible for Azure savings plan for compute

Azure Container Apps 1> E1—5+ 22D Azure i1 TS > DFRICIRDFEF U

JLEa1— 2023/10/3  Public Preview: Azure Data Explorer Add-On for Splunk
Splunk A Azure Data Explorer 77 RA >

TopixTIEZETNVER AN, BFREFEEDISV

—h%iEf#t  2023/10/3  Generally available: Enhanced soft delete for Azure Backup BEITISFORVWZHDRENEFLET
Azure Backup DimIEHV7RHIFRDRL
— et 2023/10/3  Generally Available: Multi-user authorisation for Backup vaults
TIFILI—F—REC KD, REREBRMRECHT I B/I\WIT7Y TF—SIDRENEILESNET,
— g et 2023/10/4 General availability: Microsoft Azure now available from new cloud regiofis A
; N 1157 = TSN = F| e OpIXTIE V. Azure Backup
Microsoft Azure BN FUT77DFHLWNI ST R U—=3 > S FIHEE]6EE DLh IO Dk KBS SRETY
— RSt 2023/10/4 General Availability: Upgrade your existing Azure Gen2 VMs to Trusted Lau FYRDLTIHRANEZTET,
RSV REFHOEANRI>CE21—FTa >0 21U+ %EFD Azure 5 21t (=) :
JLEa—  2023/10/5 Public preview: Announcing Microsoft Playwright Testing service: Scalable end-to-end testing for modern web apps
Microsoft Playwright Testing B —EXDFEE: &#HdD Web 7 TUBNTDRAT—STIVRIRY—I>R FX
JLEa1— 2023/10/5 Public Preview: Customer-managed keys for Azure NetApp Files volume encryption is now available in US Gov regions
(Preview)

Azure NetApp Files 7R 2 — ABBBSI{EDHRINV— YHZ—Z R F—HNUS Gov U—3 > THETEZ R LS ICRDELUE

—hgiEft 2023/10/5 Generally Available: Add an Azure Cosmos DB custom endpoint in Azure IoT Hub
Azure IoT Hub (C Azure Cosmos DB I X5/ T2 Rk > h&iBINT S (L Ea—)



https://azure.microsoft.com/ja-jp/updates/public-preview-azure-log-alerts-support-for-azure-resource-graph-arg/
https://azure.microsoft.com/ja-jp/updates/generally-available-azure-container-apps-savings-plan-support/
https://azure.microsoft.com/ja-jp/updates/public-preview-azure-data-explorer-addon-for-splunk/
https://azure.microsoft.com/ja-jp/updates/azure-backup-enhanced-soft-delete-ga/
https://azure.microsoft.com/ja-jp/updates/azure-backup-mua-backup-vaults-ga/
https://azure.microsoft.com/ja-jp/updates/general-availability-microsoft-azure-now-available-from-new-cloud-region-in-italy/
https://azure.microsoft.com/ja-jp/updates/upgrade-your-existing-azure-gen2-vms-to-trusted-launch/
https://azure.microsoft.com/ja-jp/updates/public-preview-announcing-microsoft-playwright-testing-service-scalable-endtoend-testing-for-modern-web-apps/
https://azure.microsoft.com/ja-jp/updates/public-preview-customermanaged-keys-for-azure-netapp-files-volume-encryption-is-now-available-in-us-gov-regions-preview/
https://azure.microsoft.com/ja-jp/updates/iot-hub-cosmos-db-endpoint/
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App Service: Backup and Restore over Azure Virtual Network
Azure Virtual Network 2D/ \w 7w J L1857t

Some Azure Service Bus SDK libraries will be retired on 30 September 2026—migrate to the latest SDKs
Azure Service Bus SDK S5 U (& 202698 (CEEIEESNZE T - &#FD SDK (CBITLTL SN

Migrate to Azure Monitor agent—based VM insights by 31 August 2024
Log Analytics T—>1 > b R—ZD VM insights (FELLESNFE T,

Support for Azure Machine Learning Explanation and Fairness Dashboards is ending on 14 March 2025
AMLDERBA ENEHEAS W S 07— R 2025F 38 (CELIL/EEH DALY WS 17h— RADEITZE

Support for TLS 1.0/1.1 on Azure Cache for Redis ending on 30 September 2024

Azure Cache for Redis @ TLS 1.0/1.1 ®OYR— M. 2024F98 (CEIESNE T,

Azure Activity Logs Legacy solution is replaced by Diagnostic settings

Azure 7OF7«4 EF« OJDL A VUa1—3 3> EBFHRITOIEHEEL

Azure Cosmos DB built-in Jupyter notebooks will be retired March 30, 2024

Azure Cosmos DB #8#IAHD Jupyter Notebook (&. 2024838 (CFEILEENET

Retirement notice: Bing Speech will be retired on 3 November 2023
Bing Speech (& 2023F 11 (CEIEE=NET

Migrate to Azure Resource Manager control plane API version 2021-11-01 by 30 September 2026
Azure Service Bus. Azure Event Hubs. Azure Relay &0\ > bO—J)L FL—> API (3FELEESNE T,

Public Preview: Azure Chaos Studio has Query-Based Dynamic Targets
Azure Chaos Studio W TUXR—XDEFST—5y hDT L E1—



https://azure.microsoft.com/ja-jp/updates/app-service-backup-and-restore-over-azure-virtual-network/
https://azure.microsoft.com/ja-jp/updates/retirement-notice-update-your-azure-service-bus-sdk-libraries-by-30-september-2026/
https://azure.microsoft.com/ja-jp/updates/migrate-to-azure-monitor-agent-based-vm-insights-by-31-august-2024/
https://azure.microsoft.com/ja-jp/updates/aml-explanation-fairness-retirement/
https://azure.microsoft.com/ja-jp/updates/support-for-tls-1011-on-azure-cache-for-redis-ending-on-30-september-2024/
https://azure.microsoft.com/ja-jp/updates/azure-activity-logs-legacy-solution-is-replaced-by-diagnostic-settings/
https://azure.microsoft.com/ja-jp/updates/azurecosmosdb-notebooks-retirement/
https://azure.microsoft.com/ja-jp/updates/retirement-notice-bing-speech-will-be-retired-on-3-november-2023/
https://azure.microsoft.com/ja-jp/updates/migrate-to-azure-resource-manager-control-plane-api-version-20211101-by-30-september-2026/
https://azure.microsoft.com/ja-jp/updates/public-preview-azure-chaos-studio-querybased-dynamic-targets/
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LSA payload update for fixes on 15-Jan
Azure MonitorddOJ 75— b4 O— RHM1H15H(CE#H

ExpressRoute Traffic Collector is nhow generally available
ExpressRoute Traffic Collector Z{#ER UL T. ExpressRoute BEEFEZERTEEETNS NS IJrvoDIO— OYDINE
ZBMICUFET,

Azure Files has been improved to support all valid Unicode characters
Azure Files TIRTOBEZNRR Unicode XFEZFRULEI7MIL&ET v LD NURZBRCT DILEXFTY MY R— b

Announcing Public Preview of Azure API Management Pricing Tiers: Basic v2 and Standard v2
Azure API Management DAfi#&L-~NJL Basic v2 & Standard v2 @J\TJUw o FLE1—DFER

General availability: Azure SQL updates for early-October 2023 . o
2023 £ 10A_tA® Azure SQL B O S A(14F) SR AN A 4 IR E TS S

General Availability: Universal cross-region read replica on Azure Database for MySQL - Flexible Server

Azure Database for MySQL - JLF>J)L B—/){—-D1=/)\—H)L U—=3 2 (CRX 10 ADGEHEROD L TUHhZzT0OE> 3
-

General Availability: Azure Private Link for MySQL - Flexible Server

MySQL - JLF=T)L B—)\— DTS4 R— NMEGO—RIRHE

Private Preview: Regional Disaster Recovery by Azure Backup for AKS

Azure Backup for AKS (CKBU—>3 D74 TRX5— UB)NU—

Breaking Change Notice: Virtual Machine Scale Set Default Orchestration Mode changing from Uniform to Flexible on
PowerShell, Azure CLI
IRIEY> > Ro—)L v bOBEEDA—T X ~L—=>3> £— RN PowerShell T Uniform H'5 Flexible (CEEINET

Generally Available: Azure Dedicated Host - Resize
Azure Dedicated Host Y+ XZEHEEED— IR N BALE



https://azure.microsoft.com/ja-jp/updates/lsa-payload-update-for-fixes-on-15jan/
https://azure.microsoft.com/ja-jp/updates/expressroute-traffic-collector-is-now-generally-available/
https://azure.microsoft.com/ja-jp/updates/azurefilessupportforunicodecharacters/
https://azure.microsoft.com/ja-jp/updates/announcing-public-preview-of-azure-api-management-pricing-tiers-basic-v2-and-standard-v2/
https://azure.microsoft.com/ja-jp/updates/general-availability-azure-sql-updates-for-earlyoctober-2023/
https://azure.microsoft.com/ja-jp/updates/general-availability-universal-crossregion-read-replica-on-azure-database-for-mysql-flexible-server/
https://azure.microsoft.com/ja-jp/updates/general-availability-azure-private-link-for-mysql-flexible-server/
https://azure.microsoft.com/ja-jp/updates/private-preview-regional-disaster-recovery-by-azure-backup-for-aks/
https://azure.microsoft.com/ja-jp/updates/breaking-change-notice-vmss-create-default-orchestration-mode-changing-from-uniform-to-flexible-on-powershell-azure-cli/
https://azure.microsoft.com/ja-jp/updates/ga-azure-dedicated-host-resize/
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2023/10/13 Windows Server 2012/R2 reaches end of support
Windows Server 2012/R2 OYR— MET
FLE 2023/10/16  Azure Functions support for Python 3.8 is ending on 14 October 2 - - .
Python 3.8 @ Azure Functions MY7R— ME. 2024108 (TR T P Gy CORBIAE
= . . . . CIVTA VI ETAVT— I VICKBEBRRADEY IO TN ILAFF
JLEa— 2023/10/16  Azure Machine Learning - Public Preview for October WAL B -5 L VERERETIL
Azure Machine Learning - 10 BD/\TJUw o L E1— (4%
— g et 2023/10/17  Azure Machine Learning - General Availability for October ;;';;ﬁ-lj-:/t—? SR GaE .
Azure Machine Learning -10 ﬁd)_ﬂﬁfz%{#\:(3{q:) Azure Pipelines T AzureML ¥ 3 JOREZEERTT S
JLEa— 2023/10/18 Public Preview: VMSS Automatic Instance Repairs - Reimage, Restart Repair Ag TopixTIESEVNFEEAAL, R7—ILty FER
VMSS BE)1 > R AEE - BAX—246, B18)7 0> 3 > DEicE) “‘Ttt%éﬁ?jéiﬁ*f"ivﬁﬁﬁﬁfﬁﬁ _L;%: E/Uﬁ'\
— el 2023/10/19 General Availability: Azure Al Content Safety
Azure Al Content Safety D—fisi Microsoft Build2023C 4 $6& & T L\ - HEE TS
B 2023/10/19 Default outbound access for VMs in Azure will be retired— updates and more | i
RIEN S > DEIFEDXE ) I R 1&Ht(% 2025 FOH(CEIEENEFT 2023F9AD Y RA VE—ERYET,
— e 2023/10/19 Generally available: Zone Redundant Storage for Azure DISKs IS NowW available in more regions
Azure 4 A2 MDZRS A\, JILDT—HEBYU—=3> EF7STERE@EHILEY —=3 > D Premium SSD & Standard SSD
THIAT]
RS 2023/10/20 Changes to My Groups admin controls
XA JIL—TOBEMbEZ(TEN{ L ZFF] 3 DEEFOEE(L. 2024 £ <> BICELEESNET,
— st 2023/10/23 Microsoft Security email update and Resources for Azure AD rename to Microsoft Entra ID

Entra IDADZEE(C L DIdentity X—JLIE Microsoft Security (MSSecurity-noreply@microsoft.com) h'5i%X{Exh3
KSCIRDFET



https://azure.microsoft.com/ja-jp/updates/windows-server-2012r2-reaches-end-of-support/
https://azure.microsoft.com/ja-jp/updates/azure-functions-support-for-python-38-is-ending-on-14-october-2023-6/
https://azure.microsoft.com/ja-jp/updates/azure-machine-learning-public-preview-for-october/
https://azure.microsoft.com/ja-jp/updates/azure-machine-learning-general-availability-for-october/
https://azure.microsoft.com/ja-jp/updates/public-preview-vmss-automatic-instance-repairs-reimage-restart-repair-actions/
https://azure.microsoft.com/ja-jp/updates/general-availability-of-azure-ai-content-safety/
https://azure.microsoft.com/ja-jp/updates/default-outbound-access-for-vms-in-azure-will-be-retired-updates-and-more-information/
https://azure.microsoft.com/ja-jp/updates/generally-available-zone-redundant-storage-for-azure-disks-is-now-available-in-norway-east-uae-north-regions/
https://azure.microsoft.com/ja-jp/updates/changes-to-my-groups-admin-controls/
https://azure.microsoft.com/ja-jp/updates/azureadrename/
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Tl 2023/10/24 The availability of Azure compute reservations exchanges extended until at least July 1st, 2024
Azure > E1—F 4 D OFHTHROIRMEIE, D<K EE 2024FE7AFETCEESNE T

— el 2023/10/25 General availability: PostgreSQL 16 production support in Azure Cosmos DB for PostgreSQL
Azure Cosmos DB for PostgreSQL T PostgreSQL U5 R4S —Z{Ep 9 D E=(C. PostgreSQL 16 ZiEIRA]

— %R 2023/10/25 General availability: Azure Synapse Link compatibility with Cosmos DB continuous backup
fiksead) Cw 77w JFZER L TS Azure Cosmos DB DB ERK(E. T—HF/R—R 77737 > KT Synapse Link ZHB%hA]EE
L Ea— 2023/10/25 Public preview: Update channel for Basic, Standard and Premium Caches
Basic. Standard. Premium F+v v 1DFvRILOEH

—figtedt 2023/10/25 General availability: Azure Synapse Link for existing MongoDB collections
Azure Synapse Link for Azure Cosmos DB (C&2dMongoDBIL-2U 3 > DF|IFRIEE

JLEa— 2023/10/25 Public preview: Flush data operation for Azure Cache for Redis
Azure Cache for Redis D7 —45D I 5w 1##1EOHR— ~

— g et 2023/10/25 General availability: Latest PostgreSQL minor versions supported by Azure Database for PostgreSQL - Flexible Server
Azure Database for PostgreSQL - JL+>7J)L B—)\—T. ¥17F+— /{—==3> 15.4, 14.9, 13.12, 12.16. 11.21 i
R— b

— g et 2023/10/25 General availability: Storage auto-grow & online disk scaling for Azure Database for PostgreSQL - Flexible Server
Azure Database for PostgreSQL - JLF>J)L H—/\—DIXA ML —BEREA S S>> T4 A0 Ao—U>d

L Ea— 2023/10/25 Public preview: Built-in Azure Monitor alerts for Azure Site Recovery
Azure Monitor Z{fER L C. Azure Site Recovery [CIREESNDEFL L7 S — MMERE &b SN2 775 — MEEE

T DAt 2023/10/25 Protect SQL Server 2014 workloads with Extended Security Updates
IR F 1V B TOTSAICEKD SQL Server 2014 J—2o0— ROfRsE MzET, CbELERAIFDESUEFE

SQLServer2014[ZD LT 4202457 H9HIZEOS %



https://azure.microsoft.com/ja-jp/updates/the-availability-of-azure-compute-reservations-exchanges-extended-until-at-least-july-1st-2024/
https://azure.microsoft.com/ja-jp/updates/general-availability-postgresql-16-production-support-in-azure-cosmos-db-for-postgresql/
https://azure.microsoft.com/ja-jp/updates/public-preview-azure-synapse-link-compatibility-with-cosmos-db-continuous-backup/
https://azure.microsoft.com/ja-jp/updates/public-preview-update-channel-for-basic-standard-and-premium-caches/
https://azure.microsoft.com/ja-jp/updates/general-availability-azure-synapse-link-for-existing-mongodb-collections/
https://azure.microsoft.com/ja-jp/updates/public-preview-flush-data-operation-for-azure-cache-for-redis/
https://azure.microsoft.com/ja-jp/updates/general-availability-latest-postgresql-minor-versions-supported-by-azure-database-for-postgresql-flexible-server/
https://azure.microsoft.com/ja-jp/updates/general-availability-storage-autogrow-online-disk-scaling-for-azure-database-for-postgresql-flexible-server/
https://azure.microsoft.com/ja-jp/updates/public-preview-builtin-azure-monitor-alerts-for-azure-site-recovery/
https://azure.microsoft.com/ja-jp/updates/protect-sql-server-2014-workloads-with-extended-security-updates/
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Public preview: Azure NetApp Files standard storage with cool access
CoollE@%Z{mx /= Azure NetApp Files Standard Storage

GA: Bring our own keys (BYOK) on Ephemeral OS Disk
AKS /—RD OS T4 RIEFT—H T4 X D%, MEDNHZ—2 R F—&EHUTIESI{E

Public preview: Disable Secure Shell (SSH) support in AKS

AKS TtzF+177 = 1)L (SSH) ZEZ)(CTETDLDICIRDFLE

GA: Service Bus message settlement in isolated worker model for .NET Azure Functions
.NET Azure Functions @98 —71— £F )L TD Service Bus Avtz—RE

GA: Performance optimizations for the isolated worker model in .NET Azure Functions
.NET Azure Functions TODEtT—H— EFILD)\ T A —< > ADHF#EIL

Public preview: Snippets for Azure Static Web Apps
Azure Static Web Apps DX ZRvY MZKBDH. HRIYA X, #HE=ziEl

Public preview: Traffic Splitting for Azure Static Web Apps
Azure Static Web Apps @ ST 1w O53El

General availability: Azure Sphere OS version 23.10 expected on November 8
Azure Sphere OS /\—=>3> 23.10 ' 11 B8HICFE

Generally available: Azure Blob Storage Cold Tier support on Blob Batch operations
Azure Blob Batch #FT Azure Blob Storage J—JL REHNHR—

New E-mail templates for Log search alerts - API version 2021-08-01 and up
OJ%FKRT7S— MAHOFILWLWEFA—IL T>TL— bk - API J\—=3> 2021-08-01 LIp#



https://azure.microsoft.com/ja-jp/updates/public-preview-azure-netapp-files-standard-storage-with-cool-access/
https://azure.microsoft.com/ja-jp/updates/ga-bring-our-own-keys-byok-on-ephemeral-os-disk/
https://azure.microsoft.com/ja-jp/updates/public-preview-disable-secure-shell-ssh-support-in-aks/
https://azure.microsoft.com/ja-jp/updates/ga-service-bus-message-settlement-in-isolated-worker-model-for-net-azure-functions/
https://azure.microsoft.com/ja-jp/updates/ga-performance-optimizations-for-the-isolated-worker-model-in-net-azure-functions/
https://azure.microsoft.com/ja-jp/updates/public-preview-snippets-for-azure-static-web-apps/
https://azure.microsoft.com/ja-jp/updates/public-preview-traffic-splitting-for-azure-static-web-apps/
https://azure.microsoft.com/ja-jp/updates/general-availability-azure-sphere-os-version-2310-expected-on-november-8/
https://azure.microsoft.com/ja-jp/updates/generally-available-azure-blob-storage-cold-tier-support-on-blob-batch-operations/
https://azure.microsoft.com/ja-jp/updates/new-email-templates-for-log-search-alerts-api-version-20210801-and-up/
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JLEax— 2023/10/30 Public preview: Announcing the new Azure Bastion Developer SKU
$1U UL\ Azure Bastion Developer SKU MFxE

— g et 2023/10/31 General availability: Default Rule Set 2.1 for regional WAF with Application Gateway
TFa1 VT HFFlZRE L. SRR Nz S 9 BAEDIL—IL 7w ~ 2.1 H' Application Gateway Z{ERRLTU—=3 >0 WAF
T—RRHEaE



https://azure.microsoft.com/ja-jp/updates/azure-bastion-developer-public-preview/
https://azure.microsoft.com/ja-jp/updates/general-availability-default-rule-set-21-for-regional-waf-with-application-gateway/
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